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Dear Senior Privacy Investigator Gauvreau:
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Deep Packet Inspection
1.

This letter is a supplement to our complaint #6100-02744 filed on May 9, 2008.
We are submitting additional information regarding the use of deep packet
inspection (“DPI”) technology by Bell Canada and Bell Sympatico (“Bell”) for
the purposes of traffic shaping.

2.

We would like to bring to your attention information submitted by Bell in the
Canadian Radio-television Telecommunications Commission (“CRTC”) hearings
on the Canadian Association of Internet Providers (“CAIP”) Application
requesting certain orders directing Bell Canada to cease and desist from throttling
its wholesale ADSL Access Services (“CAIP Application”). The records from
those hearings show that Bell is collecting, storing and using personal
information, according to the standards set out by the Privacy Commissioner and
applicable jurisprudence, though its use of DPI for traffic-shaping purposes.
Further, Bell’s limited and contradictory public disclosures regarding its traffic
shaping practices underscore the need for their submissions to be assessed by
independent technical experts.

3.

Based on the previously submitted information and this additional information,
we request that:
a. before concluding your investigation, you consult with independent
experts as well as Bell regarding the technicalities of its traffic shaping
practices; and
b. regardless of the results of your investigation into this complaint, the
Office of the Privacy Commissioner (“OPC”) collaborate with the CRTC
to develop enforceable guidelines regulating current and potential future
collection and/or use of personal data via network management
technologies.
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I. Bell’s Use of DPI Involves the Collection, Storage and Use of Personal
Information
A) Bell’s Actions are More Invasive than Previous Network Management Activities
4.

Bell’s current traffic management policy, facilitated through DPI technology,
involves the collection of data that has not previously been used for these
purposes. In recent filings at the CRTC Bell describes the difference between the
current approach and network practice prior to its institution as follows:
Therefore, before the introduction of DPI, network equipment or routers only
looked at the destination IP addresses to make switching or routing decisions.
With the use of DPI, it is now possible to properly identify P2P file sharing
applications from other applications such as VoIP.1

5.

Application type is not part of the traditional definition of a packet header.
Industry practice has been to define packet headers as limited to the information
that indicates where a packet is going and what order it should be assembled in
once it arrives at its destination.2 Thus while Bell may not at present be using the
capability of DPI to examine what specific content its users are accessing, this
does not imply that its current network management practice is unencumbered by
privacy concerns.

B) Through Deep Packet Inspection Information is Being Collected, Used and Stored
6.

In its submissions to the CRTC regarding the CAIP Application, pertinent parts of
which are attached as Appendix I, Bell has placed on the public record the
following details of its network management policy:
a) Bell manages network traffic by assigning different “flows” of traffic
different priorities. To create a flow entry Bell’s DPI devices collect and
store the following information: source IP address, destination IP address,
and the application type. It explains the process as follows:
It is important to note that each flow is based on the source IP, destination
IP and protocol attributes, with no content-specific attribute as part of the
flow entry or key … After the DPI parses the information from the packet
headers, the DPI stores the information in a flow table.3
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b) The DPI devices also “maintain and store”4 the “subscriber id” or
User Identifier that links a dynamically assigned IP address to the
device, for example a modem, in the user’s home.

C) The Information Being Collected is Personally Identifiable
7.

Bell claims in its submissions to the CRTC that the storage of this
information on the DPI devices does not raise privacy concerns, because it is
not personally identifiable. However, it bases this assertion on the claim
that the User Identifier, and by extension the IP address, link to a device
rather than an individual user. This argument ignores the reality that IP
addresses are readily linkable to individual subscribers, and contradicts
existing legal precedent establishing IP addresses as “personal information”
under the Personal Information Protection and Electronic Documents Act
(PIPEDA). As the OPC explained in its aid to interpreting PIPEDA,
Leading by Example:
IP addresses can be personal information since the numbers are about an
identifiable individual, namely the ISP subscriber. In BMG Canada Inc. v. Doe,
the Federal Court of Appeal held that ISPs cannot voluntarily disclose the
identity of subscribers who were assigned particular IP addresses at given times
unless consent is obtained or a lawful exception applies.
The Federal Court also discussed the concept of identifiability in Gordon and
Minister of Health and Privacy Commissioner of Canada. In analysing what
constitutes identifiable information, the Court adopted the following test urged
by the Privacy Commissioner:
“Information will be about an identifiable individual where there is
a serious possibility that an individual could be identified through
the use of that information, alone or in combination with other
available information.”5

8.

The network management technique presently deployed by Bell links the
identity of a subscriber with the applications running on their computer. As
noted in our original complaint, PIPEDA requires that Bell obtain informed
consent from its customers to collect, store and use this information. It is
CIPPIC’s submission that Bell has failed to discharge this duty.

II. The OPC Should Consult with Independent Technical Experts to Gain an
Objective Understanding of Bell’s Network Management Techniques
9.

Very little objective information on Bell’s network management techniques
is available on the public record. What information is available has been,
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perhaps of necessity, overwhelmingly provided by Bell. This information,
however, is sparse and often contradictory.
10.

In its submissions to the CRTC, Bell claims that “[t]he DPI equipment does
not retain the information that it has reviewed from the packet headers and
the content itself is not actually reviewed, analyzed or stored.”6 However,
as explained above, Bell’s description of DPI demonstrates that it involves
the collection, use and storage of source IP address, destination IP address,
application type related to a certain traffic flow, and User Identifier.

11.

Bell’s claims that the DPI devices do not “retain information” are further
contradicted by its response to the CRTC’s request for data on the number
of P2P users at certain time markers. Although it did provide some of the
requested information, Bell also states that: “The data for Period 1 is no
longer available since the DPI database is designed to automatically refresh
the amount of data it retains after a period of 90 days”7 (emphasis added).
The fact that a DPI database exists at all is surprising considering Bell’s
insistence that they are not retaining any of this information.

12.

Considering Bell’s inability to be clear on how its network management
techniques collect, store and use personal information, the OPC should
consult with technical experts outside of Bell to gain a clear picture of the
privacy implications of Bell’s current traffic-shaping measures.

III. The OPC Should Work with the CRTC to Develop Enforceable Guidelines
Regulating the Current and Potential Uses of Network Management
Technologies
13.

Although Bell claims that its current use of DPI is limited to IP addresses
and application types, it also admits that DPI is capable of collecting data on
the actual content contained in users’ packets. CIPPIC notes that Bell has
not denied interest in using the technology in this manner, and instead has
merely assured the CRTC that it is currently “operationally impractical”8 to
do so.

14.

As the emergence of DPI technology itself demonstrates, what is
“operationally impractical” one day is eminently feasible the next. The
combined effect of increasing computing sophistication and the ever
increasing value of this information for the purposes of behavioural
targeting create a strong incentive to use this technology in the highly
invasive ways.
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15.

Protectionof Canadians'privacy in this contextwill requiremechanismsfor
the monitoring of industrypracticesandthe enforcementof clearlimits on
the collection anduseof personaldatavia networkmanagement
technologies.CIPPICthereforerequeststhat the OPC work with the CRTC
andother stakeholdersto developa regulatoryregimethat will ensurethe
privacy of Canadianinternetsubscribersin the contextof increasingly
invasivenetwork managementtechniques.

IV. Conclusions
16.

On the basisof this additionalinformation,in conjunctionwith the information
previouslysubmitted,we requestthat you continueyour investigationinto Bell's
traffic shapingpracticesandits compliancewith its obligationsunderPIPEDA.
In particular,we requestthat you consultwith independentexpertsto examine
Bell's technicalinformation regardingtraffic shapingpractices,in orderto ensure
that thereis a clearpicture of what exactlyis taking place.

17.

Regardlessof the resultsof the Bell investigationof this complaint,we request
that the OPC collaboratewith the CRTC to developenforceableguidelines
regulatingthe privacy impactsof currentandpotential future usesof network
managementtechnologies.

18.

We await your findings andresponse.Shouldyou haveany questions,pleasedo
not hesitateto contactthe undersigned.

Yours truly,

~
#l

Nicholas Dodd
Summer Intern

h O'

.

RIS I Hargovan
Summer Intern

~~

Philippa Lawson
Director
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Appendix I
FILED IN CONFIDENCE WITH THE CRTC
Bell Canada
29 May 2008

Response to Interrogatory
Bell Canada(CRTC)15May08-7 CAIP Part VII
Abridged
Page 1 of 9

INFORMATION REQUESTED BY
CANADIAN RADIO-TELEVISION AND TELECOMMUNICATIONS COMMISSION

Q.

In paragraph 14 of its Answer, Bell Canada submitted that "the actual
content of the packet is not examined, just the protocol headers
encapsulating the content". Discuss whether the DPI technology deployed
by Bell Canada has the capability to examine the content of the P2P traffic
being shaped and to identify the sender and intended recipient.

A.

Pursuant to section 39 of the Telecommunications Act, certain information in this
response is being provided in confidence to the Commission. Release of this
information on the public record would allow existing and potential competitors
to formulate more effective business plans and marketing strategies, thereby
prejudicing Bell Canada's competitive position and causing specific direct harm to
Bell Canada. An abridged version is provided for the public record.

For convenience, reproduced below is a part of Appendix 1 to the Company's
Answer that explained Deep Packet Inspection.

What is Deep Packet Inspection or DPI?
The Internet traffic management solution that is being applied by Bell
Canada is based on network equipment that can perform Deep Packet
Inspection (DPI). DPI is used to examine each of the protocol headers that
wrap the content, in order to identify the type of package being
transmitted. It is called "Deep Packet Inspection" because it looks beyond
the routing addresses, deeper into the packet headers, to determine the
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type of package or application that is communicating. The actual contents
of the communication exchange are not examined, just the protocol
headers encapsulating the content. To continue the postal analogy, DPI
can look at other identifying characteristics of the envelope, but not inside
the envelope (see figure below).

Furthermore, there is evidence that some P2P file sharing applications
traverse the network using TCP characteristics to look like web traffic in
order to disguise their use. DPI therefore looks for protocol headers,
commonly referred to as signatures, that properly identify the traffic as a
P2P application regardless of how the application declares itself.

Therefore, before the introduction of DPI, network equipment or routers
only looked at the destination IP addresses to make switching or routing
decisions. With the use of DPI, it is now possible to properly identify P2P
file sharing applications from other applications such as VoIP. Once the
P2P file sharing traffic is properly identified, the DPI equipment
implements a selective traffic shaping function on the identified P2P
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traffic. The DPI equipment does not retain the information that it has
reviewed from the packet headers and the content itself is not actually
reviewed, analyzed or stored.

As requested, below is further information explaining whether the DPI technology
deployed by Bell Canada has the capability to i) examine the content of the P2P
traffic being shaped, and ii) to identify the sender and intended recipient.

DPI has been designed for flow classification, not content inspection
The design centre for the DPI devices deployed in Bell Canada's network is based
on managing traffic "flows" and not individual content.

The entire product

architecture and feature set is anchored on this design and product approach. As
mentioned above, the term "Deep Packet Inspection" refers to its ability to look
"deep" into a packet, examining application headers for unique signatures, in
order to classify application traffic.

While in theory a signature could be used to find a particular string in the packet
"payload", i.e. the actual content, it would be operationally impractical to use the
DPI devices deployed in Bell Canada's network in this fashion since a specific
signature would have to be configured for every unique instance of a content
name given that the DPI device does not learn or discover content instances. In
addition, the DPI architecture and product design do not have the system
resources for this type of use.

The "deep packet inspection" or signature detection of the DPI is used to classify
a communications exchange between one or more endpoints in order to resolve
the exchange to a "flow entry" which is maintained in the hardware of the DPI
device. The architecture of the DPI device uses only the headers of the initial few
packets of a communications exchange to identify the application (not the
content) in order to associate the exchange to a particular flow entry or establish a
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new flow entry.

Each flow entry is identified by a unique combination of

information obtained from the packet headers in the communications exchange,
and this combination is then used as a "key" to index a table of flows in the DPI
device. If the key is not found in the flow table, then a new flow entry is created
by the DPI.

Flow entries are used by the hardware to maintain the identified traffic
management policy on each flow; no content is stored or cached. The flow entry
is essentially a key that is used for managing the communications exchange
represented by the flow.

This type of flow-based architecture is sometimes

referred to as "classify once; switch many". The software in a CPU (called the
slow

path)

is

used

to

classify

packets

into

hardware-

based flows, allowing greater performance and scale of switching packets at the
hardware level (called the fast path). The CPU is used because it can execute
more complex decisions, such as which service plan the subscriber has. The
hardware, on the other hand, is much better at performing much simpler tasks,
like determining which flow a packet belongs to. Hardware-based flows allow all
subsequent packets that match a flow to be processed by the same classification
rules of what triggered the flow. For example, once classified as a P2P flow, all
packets in the flow will be treated the same way without having to have the CPU
inspect and classify each individual packet.
Many applications, such as P2P file sharing applications, do not properly identify
themselves in the appropriate headers. The signature detection capability of DPI
is therefore employed to correctly identify the application, such as the P2P
application BitTorrent when it is disguised as Web traffic. Bell Canada has
approximately

# signatures defined in its DPI configuration to date. #
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# It is important to note that each flow is based on the
source IP, destination IP and protocol attributes, with no content-specific attribute as part
of the flow entry or key, as shown in the diagram below.

# Filed in confidence with the CRTC.

After the DPI parses the information from the packet headers, the DPI stores the
information in a flow table. The flow entry is made up of the multiple packet
attributes such that each flow will have its own key.

For purposes of P2P traffic shaping, the DPI does not look for the filename or the
file type in order to classify the application, nor does the DPI distinguish the types
of content that are being exchanged. More specifically, the use of text, audio or
video is not part of the DPI's signature detection capability.

The DPI does theoretically have the technical feasibility of assigning a filter on a
specific location in the packet payload, i.e. the actual content. This can be used to
create a customized rule that can attempt to match a particular content name or
extension. However, this application would be very impractical since the current
Bell Canada architecture and design is not tailored for this type of use. The
required resources for the matching of this type of traffic would exceed the
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resources of the DPI's CPU. Additionally, in most file sharing protocols, the
filenames are obfuscated by hash names so the DPI, even if a filename filter were
developed, would not be able to identify the specific content.

Therefore, while in theory a customized signature could be used to find a
particular string in the packet payload, the current DPI solution will not be able to
support this manner of packet processing with the current network load and
design of Bell Canada's network.

Traffic management and understanding aggregate trends in Internet usage
In the DPI, a set of well-known categories of applications is identified for the
purpose of traffic management and usage accounting: e.g., web, email, streaming,
VoIP, P2P file sharing, and other are typical examples. Because the DPI is used
to classify the application, it defaults to "wild-carding" the destination IP address
when establishing flow entries. This means, for example, that all flows for web
traffic from a single household would be classified and managed as a single flow
entry in the hardware of the DPI. In this example, while all web traffic would
typically be masked as a single flow entry (single key), Bell Canada could isolate
certain web IP flows to be managed differently. For example, CNN.com's IP
address or range of IP's (subnet) could be segmented off, and traffic to
www.cnn.com will have its own key separate from the web flow key. This allows
the DPI to create flow entries for specific IP address destinations for classification
and manageability. To be clear, the destination to be configured in the flow entry
must be the IP address or IP subnet, not simply the host name of the specific URL
such as www.cnn.com.

For the purpose of understanding aggregate trends in Internet usage, the DPI is
capable of sampling HTTP packets for URLs. The DPI then logs and counts the
"hits" in order to generate a read-only "top URL" report which shows the most
popular URLs by access for all of the HTTP traffic in aggregate, but never for a
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single session, individual user or specific group of users. This type of report was
purposely developed to be an aggregate report based on sampling that would also
maintain the privacy of individual users. This would be similar to a turnstile in a
metro station where one could generate a report of how many passengers entered
a metro station on a given day without knowing who.

However, under certain circumstances, such as legal intercept of traffic or
network testing diagnostics, the DPI may be configured to copy specific
application or user traffic to an "auxiliary" interface where an external capture
device can be connected. This copy feature is not currently in use by Bell
Canada. Nevertheless, this is a common technique of wire sniffing or packet
capturing. Many vendors on the market have tools to capture and analyze traffic
without the need for DPIs. Many ISPs use packet capture software or devices to
troubleshoot, without deploying DPI.

Identifying senders and intended recipients
The DPI technology deployed by Bell Canada has the ability to identify the
source IP address and the destination IP address of both the sender and the
receiver of the communications exchanges, when creating and managing flows.
These fields are contained in the IP header encapsulating the application headers
and packet payload, regardless of the type of application or content.

The DPI has a pair of active network interfaces, one used to connect to the access
network (toward subscribers in the Bell Canada access network) and the other
used to connect to the network (the Internet). On its own, the DPI does not learn
or discover IP addresses in the Internet, only those addresses in the Bell Canada
access network. Therefore, the DPI can identify either the IP address of a sender
or a receiver when they are on the Bell Canada access network, but not when they
are on the Internet.
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This normal operation of the DPI can be overridden with a configured destinationspecific filter, which can be used to establish flows with any IP source IP address
going to a filter-specific destination IP address (fully-qualified 32-bit IP address).
This would require Bell Canada to configure the specific destination IP address
for any flows it wanted to be processed matching the filter. Telstra, for example,
uses a similar feature in regards to a service called Telstra "Unmetered
Entertainment" to exempt traffic to certain destinations from usage billing when
accessed by their subscribers.

Furthermore, the DPI does not discover the intended sender or intended recipient
from the content itself. However, Bell Canada could configure a specific filter, to
match a specific value at a specific packet offset in order to isolate a specific
communication exchange. But this information would have to be known prior by
Bell Canada in order to set the specific fields and offsets to match. This type of
filter could likely be placed on any network element, not just DPI. The Company
is not introducing any such configurations as part of its traffic management
solution.

User Network Identity, Not Personal Identity
The closest identifier to an individual subscriber that the DPI currently does
maintain and store is a "subscriber id" which is actually Bell Canada's user ID
assigned by network authentication in order to bind a user ID to an assigned IP
address. Since the DPI devices deployed in Bell Canada's network are used for
delivering consumer broadband services, the DPI is capable of identifying
network users and associating dynamic IP addresses that have been assigned to
each user. Often, IP addresses are assigned dynamically in order to accurately
account for usage billing or other service attributes, the IP address is resolved to a
unique identifier that remains consistent even across different IP address
assignments to the same user over time. An example of this binding is shown in
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the following table, where you will note the same user "b1XXXXXX" has been
assigned three different IP addresses over three different points in time.

User Identifier

IP Address

Date and Timestamp

b1XXXXXX

70.51.137.7

b1XXXXXX

70.51.121.226

b1XXXXXX

70.51.133.113

2008-05-20
22:29:32.0
2008-05-16
16:16:51.0
2008-05-10
14:36:37.0

An important aspect of the User Identifier is that it is used to identify the endpoint
of the Bell Canada network, which is usually a device on the customer premises,
such as a DSL modem. So in reality, even though a User Identifier is associated
with a specific IP address at a given point in time, it still does not uniquely
identify the actual person accessing the network through the customer premises
device – it really only identifies the customer premises device – since multiple
users can access the network from the same household.

While there is no

capability for the DPI device itself to resolve an IP address to a specific human
user of the network, this information may be used by Bell Canada for purposes of
bandwidth consumption management, e.g., if a customer has a specific Internet
access service plan with a bandwidth cap.

Therefore, by design, the DPI devices deployed in Bell Canada's network do not:

-

use any personal identification information of an individual subscriber;

-

store or log any personally identifiable information;

-

have specific knowledge of a user's real identity;

-

have knowledge of a user's content;

-

have knowledge of a user's URL browsing history;

-

have knowledge of a user's Internet search activity;

-

have knowledge of a user's email topics or content;

-

store content accessed by a subscriber;
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-

cache any content, including subscriber-specific content, whatsoever;

-

capture and playback any communications exchange; or

-

install or require any specific software on user machines.

*** End of Document ***
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