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SCC Court File No.: 37118
IN THE SUPREME COURT OF CANADA
(ON APPEAL FROM THE COURT OF APPEAL FOR ONTARIO)
B E T W E E N:
NOUR MARAKAH
APPELLANT
(APPELLANT)
- and HER MAJESTY THE QUEEN
RESPONDENT
(RESPONDENT)

NOTICE OF MOTION
OF SAMUELSON-GLUSHKO CANADIAN INTERNET POLICY AND PUBLIC
INTEREST CLINIC
(Motion for leave to intervene)
Pursuant to Rules 47 and 55 of the Rules of the Supreme Court of Canada

TAKE NOTICE that the Proposed Intervener, Samuelson-Glushko Canadian Internet Policy and Public
Interest Clinic (CIPPIC), hereby applies to a Judge of the Court pursuant to Rules 47, 55 and 59(2) of the
Rules of the Supreme Court of Canada, SOR 2002/156, as amended for an order:
1. granting CIPPIC leave to intervene in this appeal;
2. permitting CIPPIC to file a factum of no greater length than 20 pages;
3. permitting CIPPIC to present an oral argument at the hearing of this appeal; and
4. any further or other order as this Honourable Court may deem appropriate.
AND FURTHER TAKE NOTICE that the following documentary evidence will be relied upon in
support of this motion:
1. the affidavit of David Fewer, Director of CIPPIC, sworn November 22, 2016;
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2.

the Applicant’s Memorandum of Argument in support of its proposed intervention; and

3. such further and other material as counsel may advise and this Court may permit.
AND FURTHER TAKE NOTICE THAT this motion shall be made on the following grounds:
1. CIPPIC has a direct and significant interest in this appeal, and will leverage its expertise to provide
useful submissions different from those of other parties to the appeal:
(i) CIPPIC is a legal clinic with a mandate to advocate in the public interest on issues arising at
the intersection of law and technology. This appeal and the issues of broad public importance it
raises are of central and direct interest to CIPPIC in light of its mandate. The need to preserve
privacy in light of technological evolutions in communication, particularly in light of the pervasive
and widespread use of text-based forms of digital communication, intersects directly with CIPPIC’s
mandate and activities;
(ii) Given its core mandate, CIPPIC has had opportunity to participate in numerous legal and
policy processes relating to Internet law and, specifically, to privacy and communications
surveillance. CIPPIC has intervened in the courts, testified before parliamentary committees,
participated in numerous quasi-judicial fora, has helped shape Internet policy at the International
level through participation in various Internet governance processes and produced numerous
publications and public outreach documents on law and technology issues. CIPPIC intends to draw
on the somewhat unique institutional knowledge and expertise developed while pursuing these
activities to ensure its submissions in this process are useful and represent a perspective different
from those of other parties;
(iii) The matters raised by this appeal have implications that extend beyond those of the immediate
parties. CIPPIC has a special and direct interest in these broader implications, arising from its
mandate; and
(iv) This Honourable Court has recognized CIPPIC’s ability to provide useful and different
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submissions with respect to the application of the law within the internet environment by granting
CIPPIC leave to intervene in a number of Internet policy-related appeals. These include R v Telus,
2013 SCC 16; R v Fearon, 2014 SCC 77; and Douez v Facebook Inc, [2015] SCCA No 367 (SCC
File No 36616).
2. If granted leave, CIPPIC proposes to argue that the majority of the Court of Appeal erred in deciding
that there is no reasonable expectation of privacy in text messages in the hands of the recipient.
Instead, CIPPIC takes the position that text messages, and communications more broadly, attract a
high expectation of privacy.
3. If granted leave to intervene, CIPPIC will take the position that:
(i)

the implications of this decision will reach far beyond privacy with respect to text
messaging, and will be relevant to many forms of online or digital communication;

(ii)

a normative approach to the interpretation of an objectively reasonable expectation of
privacy must be applied, and the descriptive and ‘risk-analysis’ based approach
adopted by the appellate court below is inconsistent with such an analytical
approach;

(iii) the control-focused assessment of reasonable privacy expectations employed by the
Court of Appeal can seriously undermine privacy interests in most text-based or
online communications;
(iv) the majority of the Court of Appeal erred in deciding that there is no reasonable
expectation of privacy in text messages in the hands of the receiver of the messages.
Instead, CIPPIC takes the position that text messages specifically and
communications in general must be viewed as attracting high expectations of
privacy; and
(v)

CIPPIC is additionally concerned that conflating the question of standing with the
substantive assessment of privacy expectations can undermine the ability of nontargets to advance legitimate privacy claims.
3
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NOTICE TO THE RESPONDENT TO THE MOTION: A respondent to the motion may serve
and file a response to this motion within 10 days after service of the motion. If no response is
filed within that time, the motion will be submitted for consideration to a judge or the Registrar,
as the case may be.
If the motion is served and filed with the supporting documents of the application for leave to
appeal, then the Respondent may serve and file the response to the motion together with the
response to the application for leave.
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SCC Court File No.: 37118
IN THE SUPREME COURT OF CANADA
(ON APPEAL FROM THE COURT OF APPEAL FOR ONTARIO)
B E T W E E N:
NOUR MARAKAH
APPELLANT
(APPELLANT)
- and HER MAJESTY THE QUEEN
RESPONDENT
(RESPONDENT)

AFFIDAVIT OF DAVID FEWER

I, David Anthony Fewer, of the City of Ottawa, DO SOLEMNLY AFFIRM THAT:
I. INTRODUCTION
1.

I am the Director of the Samuelson-Glushko Canadian Internet Policy & Public Interest Clinic

(CIPPIC) at the Centre for Law, Technology and Society (CLTS) at the University of Ottawa, faculty of
law. This Affidavit is sworn in support of CIPPIC’s motion for leave to intervene in this appeal.
2.

Except as otherwise indicated, I have personal knowledge of the matters to which I depose in

this Affidavit. Where I lack such personal knowledge, I have indicated the source of my information
and I verily believe such information to be true. Where specific CIPPIC activities are referred to
below in which I have had no personal participation, I have reviewed the relevant files,
documentation and submissions and base my account thereof on this knowledge.
3.

CIPPIC is a legal clinic founded by the University of Ottawa, Faculty of Law. It was
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established in September 2003 with funding from the Ontario Research Network on Electronic
Commerce and an Amazon.com Cy Pres fund with the purpose of filling voids in public policy
debates on technology law issues, ensuring balance in policy and law-making processes, and
providing legal assistance to under-represented organizations and individuals on matters involving
the intersection of law and technology. In 2007, CIPPIC received additional funding from the
Samuelson-Glushko Foundation, enabling CIPPIC to continue fulfilling its mandate and to join the
international network of Samuelson-Glushko technology law clinics.
4.

CIPPIC operates under a Director and Staff Lawyer, presently myself and Tamir Israel,

respectively. We are both called to the bar of Ontario and work for CIPPIC full time. CIPPIC reports
to an internal Advisory Committee made up of faculty members of the Centre for Law, Technology
and Society, as well as to an external Advisory Board composed of five highly respected and
accomplished lawyers and academics in the technology law field from across North America.
CIPPIC also regularly benefits from the expertise of a number of law students who are involved in
CIPPIC activities as interns for academic credit, as paid researcher assistants, as paid interns during
the summer months, or as volunteers.
5.

CIPPIC’s core mandate is to advocate in the public interest in debates arising at the

intersection of law and technology. This is primarily furthered by ensuring public interest
perspectives that would not otherwise be heard receive due consideration. CIPPIC has the additional
mandate of providing legal assistance to under-represented organizations and individuals on law and
technology issues, and a tertiary education-based mandate that includes a teaching component and a
public outreach component. In pursuit of these mandates, CIPPIC is deeply involved in research and
advocacy on the nature and social impact of online activity. Its expertise has evolved through its
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varied advocacy on this front – advocacy which includes interventions at various levels of court,
expert testimony before parliamentary committees, involvement in Internet governance related
matters before various quasi-judicial tribunals and in international decision-making fora, and the
publication of academic and research advocacy reports on Internet law related issues.
6.

The breadth of this activity has furnished CIPPIC with expansive institutional expertise on

legal and Internet policy issues, encompassing matters such as the nature of Canadians’ use of the
Internet, the technical aspects of online legal issues and their social implications, and the specifically
on the implications of communications surveillance on modern day digital networks. Central to
CIPPIC activities is the constant attempt to adapt normative frameworks and legal principles to the
challenges raised by technical innovation and change.
II. INSTITUTIONAL EXPERTISE
(a) Judicial
7.

CIPPIC has been granted leave to intervene by this Honourable Court on previous occasions

on matters relating to law and technology, including in:
(vi) Douez v Facebook Inc, SCC File No 36616, on the role of forum selection clauses in
navigating private international law conflict of law disputes arising between global
online platforms and individuals, and the resulting impact on territorial reasonable
expectations of privacy;
(vii) Canadian Broadcasting Corporation v SODRAC 2003 Inc, 2015 SCC 57, on the
application of the technical neutrality principle to the application of copyright to
efficiencies gained from technological advancements;
(viii) R v Fearon, 2014 SCC 77, on the expectation of privacy attracted by mobile devices
such as cell phones, and the resulting need to include safeguards in the historical
3
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doctrine that permits law enforcement to search incident to arrest;
(ix) R v Chehil, 2013 SCC 49 and R v MacKenzie, 2013 SCC 50, addressing the
parameters of the reasonable suspicion standard in the context of the common law
power to conduct a privacy-invasive search through the deployment of a drug
detection dog;
(x)

R v TELUS Communications Co, 2013 SCC 16, on the need to adopt a flexible,
purposive approach when applying Criminal Code protections intended to safeguard
against the interception of private communications to technologically advanced
communications delivery methods in the context of SMS (text) messaging;

(xi) AB v Bragg Communications Inc, 2012 SCC 46, on the need to ensure privacy rights
are protected in the context of the open court principle, particularly in light of the
greater risk to privacy posed by the online publication of judicial decisions;
(xii) Crookes v Newton, 2011 SCC 47: on the requirement of more robust action than the
mere posting of a hyperlink must occur before a hyperlinker can be held to have
published defamatory statements in the linked content; and
(xiii) Dell Computer Corp v Union des Consommateurs, 2007 SCC 34: on the appropriate
adaptation of consumer contract law principles to an online environment so as to take
into account unique Internet issues, such as whether additional terms referenced
through a hyperlink were ‘external’ to the contract.
8.

CIPPIC has also been granted intervention status by other courts:
(i)

Voltage v Does, 2014 FC 161: CIPPIC intervened in a motion seeking to compel the
assistance of an Internet Service Provider (ISP) to identify thousands of its customers
alleged to have infringed the intellectual property rights of the plaintiff. CIPPIC’s
intervention argued for the need for certain safeguards to address potential privacy
and other implications of the order;

(ii)

National Post v Fournier, File Nos A-394-12 & A-395-12 (FCA): on the obligations
4
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imposed by copyright law onto online discussion forums, touching on issues of
substantial reproduction, intermediary liability, and fair dealing (Discontinued
following written submissions); and
(iii) Warman v Fournier, 2010 ONSC 2126 (Ont. Div. Ct.): on the proper balance
between the need to preserve the privacy rights and free expression rights of
anonymous online speakers with the need to facilitate legitimate allegations of
defamation. CIPPIC successfully argued that the proper balance required a protective
framework to ensure privacy and free expression are not discarded upon a mere
allegation of defamatory speech.
9. CIPPIC has also been active in the courts as counsel to primary parties in proceedings implicating
law and technology, e-commerce and online jurisdiction more broadly, including:
(i)

Bell Canada v Amtelecom, 2015 FCA 126: on the retrospective application of
elements of the CRTC’s Wireless Consumer Protection Code to pre-existing
contractual relationships, in the context of a consumer protection regime imposed
onto Wireless Service Provider Contracts;

(ii)

Authors Guild v Google, Inc., No. 05-Civ-8136 (DC) (S.D.N.Y. March 22, 2011):
CIPPIC acted on behalf of a group of independent Canadian Authors and for the
Canadian Association of University Teachers (CAUT) in opposing the proposed USbased class action settlement agreement that would have estavlished and
intermediary, Google, as a centralized hub for digital books, affecting the rights of
international copyright holders, including Canadian Authors, as well as the privacy
rights of Canadians; and

(iii)

Lawson v Accusearch, 2007 FC 125: CIPPIC sought judicial review of the Office of
the Privacy Commissioner’s decision to refuse on jurisdictional grounds to exercise
its investigatory mandate against an American based company collecting, using and
disclosing the personal information of Canadians. CIPPIC successfully argued that in
an online world, territorial location cannot immunize an organization from the
5
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privacy protections guaranteed to Canadians by PIPEDA.
(b) Parliamentary Committees and Governmental Consultations
10.

CIPPIC has had many opportunities to provide expert testimony and submissions to

Parliamentary Committees and other governmental processes regarding the challenges posed by
online environments for Canadians, a sampling of which includes:
(i)

testimony before the House of Commons Standing Committee on Access to
Information, Privacy and Ethics (ETHI) on the need to update the federal Privacy Act,
and the need to add critical privacy safeguards to the Security of Canada Information
Sharing Act (September 20, 2016 and November 22, 2016, respectively);

(ii)

testimony before the Legislative Assembly of British Columbia Special Committee to
Review the Freedom of Information and Protection of Privacy Act, on the implications
of recent trade agreements for legislative provisions aimed at protecting the privacy of
government-held Canadian data in cross-border contexts (November 18, 2015);

(iii) testimony before the House of Commons Standing Committee of Industry, Science and
Technology (INDU), on Bill S-4: The Digital Privacy Act, addressing the need for
strong and enforceable privacy rights and on the dangers of an overly permissive cyber
security information-sharing regime (February 19, 2015);
(iv) testimony before the House of Common Standing Committee on Access to Information,
Privacy and Ethics (ETHI) on the evolving privacy implications of social media (Study:
Privacy and Social Media, June 19, 2012); and

6
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(v)

testimony before House of Commons Standing Committee on Industry, Science and
Technology (INDU) on Bill C-27: Electronic Commerce Protection Act, addressing the
regulation of unsolicited electronic messages and the unauthorized installation of
computer programs (September 28, 2009).

(c) Quasi-Judicial Tribunals
11.

CIPPIC has participated in various activities before quasi-judicial administrative tribunals in

pursuit of its objectives. A representative sample of CIPPIC’s advocacy in this field includes:
(i)

representation of the Open Media Engagement Network In re: An Applicant and the
Vancouver Police Department, BC OIPC File No: F15-63155, a written inquiry
before the Information &Privacy Commissioner of British Columbia examining the
refusal of the Vancouver Police Department to respond to an access to information
demand requesting records relating to a surreptitious surveillance tool;

(ii)

an intervention in Application Regarding Videotron’s Unlimited Music Zero Rating
Service, CRTC File Nos: 8661-P8-201510199 & 8622-V42-20150735, September 1,
2015, regarding the potential impact on online innovation and privacy that would
arise from a digital music platform operated by a mobile service provider;

(iii) Telecom Notice of Consultation

CRTC 2012-557, proceeding to establish a

mandatory code for mobile wireless services, October 11, 2012, CRTC Reference
No.: 8665-C12-201212448: a regulatory proceeding which examined challenges
arising from managing jurisdiction conflicts and in consumer protection regimes
within Canada and at the federal level, as applied to wireless service provider
contracts;
(iv) a complaint and ongoing intervention in CIPPIC v Facebook, PIPEDA Case
Summary #2009-008, applying Canadian privacy laws, norms and principles to a
new and emerging medium of online social networking; and
7
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(v)

a complaint and ongoing intervention in PIPEDA Case Summary #2008-394,
Outsourcing of Canada.com email services to U.S.-based firm raises questions for
subscribers, that argued for an application of PIPEDA that would better account for
the lack of data sovereignty and accompanying exposure to laws of foreign states that
accompanies a globalized, online environment and transborder data.

12.

In addition to its parliamentary, quasi-judicial and judicial activities, CIPPIC routinely

advises and represents both individuals and organizations on a range of issues related to online
jurisdiction, consumer protection and privacy. CIPPIC has also participated in international policymaking and standard setting processes on matters relating to the need for robust privacy safeguards in
electronic communications. This has included participation, by its membership in the Civil Society
Information Society Advisory Council to the OECD, in the 30 year review of the OECD Guidelines
Governing the Protection of Privacy and Transborder Data Flows of Personal Data; input into the
ICANN Expert Working Group on gTLD Directory Services: A Next-Generation Registration
Directory Service by its participation in the Non-Commercial Stakeholder Group; and co-drafting
and presence as a founding member of the Steering Committee for the International Principles on the
Application of Human Rights to Communication Surveillance, endorsed by over 600 leading civil
society organizations, individual privacy experts and elected political entities around the world.
13.

Through these activities, CIPPIC has had substantial impact to date on the development of

Internet and telecommunications law and policy in Canada, including privacy law. CIPPIC’s
expertise is further supplemented by its Faculty advisors and, more generally, its access to the
University of Ottawa’s Faculty of Law and Centre for Law, Technology and Society. Collectively,
CIPPIC has obtained extensive expertise and a multi-faceted perspective on privacy in modern
communication mediums.

8
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III. CIPPIC’S INTEREST IN THIS APPEAL
14.

CIPPIC’s historical concern regarding public policy issues arising at the intersection of law

and technology places this appeal squarely within its mandate.
15.

This case raises fundamental issues that lie at the core of privacy rights in increasingly

fundamental digital communications. The determination of these issues impacts on important public
interest considerations that will affect all Canadians, not just the parties to this appeal.
IV. POSITION AND PROPOSED SUBMISSIONS
16.

If permitted to intervene, CIPPIC will argue that:
(i)

the implications of this decision will reach far beyond privacy with respect to text
messaging, and will be relevant to many forms of online or digital communication;

(ii)

a normative approach to the interpretation of an objectively reasonable expectation of
privacy must be applied, and the descriptive and ‘risk-analysis’ based approach
adopted by the appellate court below is inconsistent with such an analytical
approach;

(iii) the control-focused assessment of reasonable privacy expectations employed by the
Court of Appeal can seriously undermine privacy interests in most text-based or
online communications;
(iv) the majority of the Court of Appeal erred in deciding that there is no reasonable
expectation of privacy in text messages in the hands of the receiver of the messages.
Instead, CIPPIC takes the position that text messages specifically and
communications in general must be viewed as attracting high expectations of
privacy; and
(v)

CIPPIC is additionally concerned that conflating the question of standing with the
substantive assessment of privacy expectations can undermine the ability of non9
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SCC Court File No.: 37118
IN THE SUPREME COURT OF CANADA
(ON APPEAL FROM THE COURT OF APPEAL FOR ONTARIO)
B E T W E E N:
NOUR MARAKAH
APPELLANT
(APPELLANT)
- and HER MAJESTY THE QUEEN
RESPONDENT
(RESPONDENT)

MEMORANDUM OF ARGUMENT
OF SAMUELSON-GLUSHKO CANADIAN INTERNET POLICY AND PUBLIC
INTEREST CLINIC
(Motion for leave to intervene)
Pursuant to Rules 47 and 55 of the Rules of the Supreme Court of Canada

PART I – FACTS
A. OVERVIEW
1.

The Samuelson-Glushko Canadian Internet Policy and Public Interest Clinic (“CIPPIC”) seeks an

Order granting it leave to intervene in this appeal. This appeal will address issues of great importance
relating to the need to ensure privacy protections are not outstripped by technical evolutions in
communications. Specifically at issue is whether senders of text messages have a reasonable
expectation of privacy in the messages they send, even once those messages are under the control of
recipients. This issue has serious implications for the privacy of text messages and other forms of
online and digital information exchanges. It is the nature of such communication that, once sent, they
exist in multiple places controlled by multiple entities (for example, an email will exist on hard drives
controlled by the sender, the receiver, and the email service provider). If a reasonable expectation of
privacy in digital information is dependent on retaining physical control over electronic messages or

1
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information (like the recipient’s smart phone, or the email server), it could greatly undermine privacy
protection in online and digital communications. However, a normative interpretation of whether there
is a reasonable expectation of privacy that text messages would remain private in the hands of third
parties suggests otherwise. Canadians’ lived experience with text messages, and the social and legal
norms surrounding such communications suggest that there is, indeed an objectively reasonable
expectation of privacy in them. In fact, defined normatively, text messages, and communications more
broadly, attract a high expectation of privacy.
2.

If successful in its motion for leave to intervene, CIPPIC will assist the Court in its consideration

of the important issues before it by offering useful submissions different from those of the other parties.
In providing its useful and different submissions, CIPPIC will draw on the unique knowledge and
expertise it has developed through its specialized activities in this area of law and policy.
B. THE PROPOSED INTERVENER - CIPPIC
3.

CIPPIC is a legal clinic based at the University of Ottawa’s Centre for Law, Technology and

Society. Its core mandate is to advocate in the public interest where the law intersects with new
technologies in ways that may detrimentally impact on individuals. CIPPIC’s advocacy and public
outreach activities have extensively engaged matters relating to digital communication and privacy.1
4.

This Hounourable Court has previously recognized CIPPIC’s capacity to assist the Court on

questions relating to privacy in digital media by granting CIPPIC leave to intervene in a number of
cases that implicate reasonable expectations of privacy in communications. These include: R v TELUS
Communications Co, 2013 SCC 16; R v Fearon, 2014 SCC 77; and Douez v Facebook Inc, [2015]
SCCA No 367, SCC File No 36616. CIPPIC has participated in numerous other activities that engage
the appropriate normative framework for balancing various objectives with the need to protect privacy
in communications. An indicative sample of these activities includes: interventions in BMG Canada Inc
v Doe, 2004 FC 488 and 2005 FCA 193 (addressing anonymity of telecommunications service
provider customers in civil discovery processes); presenting expert testimony to Parliament on the need
1

Affidavit of David Fewer, [Fewer Affidavit], sworn on November 22, 2016, Motion Record, Tab 2.
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to update Canada’s ageing Privacy Act, RSC 1985, c P-21, to address modern day privacy expectations;
and spearheading the creation and oversight of the International Principles on the Application of
Human Rights to Communications Surveillance, a set of best practices for respecting human rights in
modern day communications surveillance endorsed by over 600 leading civil society groups, privacy
experts and political entities around the world.2

PART II – STATEMENT OF QUESTIONS AT ISSUE
5.

The only issue before the Court in this motion is whether CIPPIC should be granted leave to

intervene in this matter of important public interest.

PART III – ARGUMENT
6.

An applicant seeking leave to intervene before this Court under section 55 of the Rules of the

Supreme Court of Canada must address two issues:
(a) whether the applicant has an interest in the issues raised by the parties to the appeal; and
(b) whether the applicant’s submissions will be useful to the Court and different from those of the
other parties.3
A. CIPPIC’s INTEREST IN THIS APPEAL
7.

This appeal is about the reasonable expectation of privacy in text messages in the hands of the

receiver, such that the sender of text messages can assert a constitutionally-protected right to be free
from unreasonable search of sent messages. CIPPIC’s interest in this appeal flows directly from its
mandate to participate in internet policy debates and to advocate for the public interest where new
technologies intersect with individual rights. Privacy has long been a core pillar of that mandate. The
issues raised in this Appeal implicate these aspects of CIPPIC’s work and mandate directly.

2

Fewer Affidavit, sworn on November 22, 2016, Motion Record, Tab 2.
Reference re Workers’ Compensation Act, 1983 (Nfld), [1989] 2 SCR 335, para 8; R v Finta, [1993] 1 SCR 1138,
para 5; Rules of the Supreme Court of Canada, SOR/2002-156, ss 55, 57(2).

3
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B. USEFUL AND DIFFERENT SUBMISSIONS
8.

The “useful and different submission” criteria is satisfied by an applicant who has a history of

involvement in the issue, giving the applicant expertise that can shed fresh light or provide new
information on the matter.4
9.

CIPPIC’s submissions will be useful because CIPPIC brings to these proceedings the experience

of a legal clinic that has worked with various stakeholders on all sides of competing interests in privacy
and communications surveillance. Drawing on this, CIPPIC can offer the Court a useful public interestoriented perspective on the issues raised in this Appeal.5
10.

Additionally, CIPPIC's proposed submissions do not raise any concerns that have traditionally

led this Honourable Court to refuse intervention. CIPPIC does not intend to expand the issues under
appeal beyond those raised by the existing parties. We outline our proposed intervention in the
following paragraphs.6
C. CIPPIC’S PROPOSED SUBMISSIONS
11.

If granted intervener status, CIPPIC proposes to argue that the majority of the Court of Appeal

erred in deciding that there is no reasonable expectation of privacy in text messages in the hands of the
recipient. Instead, CIPPIC takes the position that text messages, and communications more broadly,
attract a high expectation of privacy. Its main submissions on point are: (1) that a normative approach,
as opposed to a descriptive approach, must be employed and would result in recognition of a
reasonable expectation of privacy in text messages, even in the hands of the recipient; (2) that the
control-focused assessment of reasonable privacy expectations, or “risk-analysis,” employed by the
majority of the Court of Appeal is inconsistent with privacy expectations in modern text-based and
other digital communications, and would result in arbitrary and unpredictable results on questions of
privacy; (3) that communications generally require a high degree of privacy, which should be
accounted for when assessing the normative reasonableness of a an expectation of privacy relating to
4

Reference re Workers’ Compensation Act, 1983 (Nfld), [1989] 2 SCR 335, para 12.
Fewer Affidavit, Motion Record, Tab 2.
6
Reference re Workers’ Compensation Act, 1983 (Nfld), [1989] 2 SCR 335, para 12.
5
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digital communications; and (4) that maintaining a rule of standing that is co-extensive with the
substantive reasonable expectation of privacy is circular and can be problematic.
(1) Assessing privacy expectations must be a normative exercise
22.

This Court has long held that the reasonable expectation of privacy standard is normative, not

descriptive. As set out in R v Patrick, the assessment of reasonableness is “laden with value judgments
which are made from the independent perspective of the reasonable and informed person who is
concerned about the long-term consequences of government action for the protection of privacy.”7
23.

With respect, the majority of the Court of Appeal erred in this case in holding, at para 71, that

there is “a lack of empirical evidence to support a conclusion that senders of text messages have a
presumptively reasonable expectation, from an objective standpoint, that their text messages will
remain private in the hands of the recipient.” To so hold is to adopt a descriptive rather than a normative
approach to defining the private sphere. In deciding whether an expectation of privacy is objectively
reasonable, judges are not called upon to conduct or consider large-scale opinion research or hear
expert opinion on point. Instead they are called upon to perform the task of considering, normatively,
what the scope of the private sphere should be over the long-term, given the recognized importance of a
robust concept of privacy to individual self-expression, democracy, and freedom.8 The normative
inquiry asks the judge to examine not only what is, but what ought to be. Professor Nissenbaum
described this judicial function as follows:
As with other ‘reasonable person’ doctrines, it has a built-in but not immediately obvious normative
requirement because it calls on judges and other decision makers to determine, factually, not only that
there is an expectation but that it is a reasonable one. Because we do not imagine that judges and
decision makers will quickly conduct large-scale surveys or observations to determine what is
reasonable in each particular case of decision before them, we assume they apply wisdom and
discretion to define what is reasonable. ... A judge may establish that an expectation in relation to a
certain activity or practice is reasonable by pointing out that the activity in question is commonplace.
... To say that an expectation of privacy is reasonable in the practice is commonplace, of course, is to
hide at least two of the determinations, requiring wisdom and discretion, that judges (or other decision
makers) must make. One is normative, for surely no matter how common certain actions or practices
are, one should be able to depend on judges not to blindly sanction them if they are morally or legally
7
8
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questionable. ... It is on the second of the two that I wish to focus: judges must make the determination
that the actions or practices in question are analogous or similar enough to previous actions or
practices for these predecessors to inform their assessments of reasonable expectation. ... To determine
that an action under consideration violated a person’s reasonable expectation of privacy, a judge must
be satisfied that the action is similar enough to, or of the same type as, or analogous to, other actions
that society deems a violation of privacy.9

(2) A Control-Focussed or Risk Analysis is Not the Correct Approach
24.

CIPPIC takes the position that the majority of the Court of Appeal erred in deciding that the

Appellant did not have a reasonable expectation of privacy in his messages in the co-accused’s phone,
largely because the Appellant could not control what the co-accused did with that phone or the
messages on it.10 With respect, this holding is contrary to the weight of Canadian jurisprudence, and
flies in the face of how text-based communication is conceived of in contemporary society.
25.

The majority’s focus on the sender’s loss of control employs the risk analysis that this Court

rejected in R v Duarte, at paras 21-2:
The rationale for regulating the power of the state to record communications that their originator
expects will not be intercepted by anyone other than the person intended by the originator to receive it
... has nothing to do with protecting individuals from the threat that their interlocutors will divulge
communications that are meant to be private. No set of laws could immunize us from that risk. Rather,
the regulation of electronic surveillance protects us from a risk of a different order, i.e. not the risk that
someone will repeat our words but the much more insidious danger inherent in allowing the state, in
its unfettered discretion, to record and transmit our words.
The reason for this protection is the realization that if the state were free, at its sole discretion, to make
permanent electronic recordings of our private communications, there would be no meaningful
residuum to our right to live our lives free from surveillance. The very efficacy of electronic
surveillance is such that it has the potential ... to annihilate any expectation that our communications
will remain private. A society which exposed us, at the whim of the state, to the risk of having a
permanent electronic recording made of our words every time we opened our mouths might be
superbly equipped to fight crime, but would be one in which privacy no longer had any meaning.11

26.

The Marakah majority distinguished the privacy issues here from those at play in Duarte. They

held that the issue in Duarte was the surreptitious creation of recordings by law enforcement where
none otherwise existed. By contrast, text messages themselves already exist as a record of a

9

Helen Nissenbaum, “Privacy in Context: Technology, Policy and the Integrity of Social Life” (2010) Stanford
University Press, pp. 233-4
10
Marakah, CA decision, at paras 63-4
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communication.12 The majority held that in choosing to communicate by text message, the Appellant
used a medium that “necessarily creates a permanent record over which he had no control,”13 which led
to a diminished reasonable expectation of privacy. By focussing its analysis on the creation of the
record of the communication, rather than on the nature of the communication itself, the Marakah
majority missed what is essential to the expectation of privacy. It is the individual’s expectation that
agents of the State will not read/see/hear their communication that is determinative of privacy. Whether
the State creates or merely seizes an existing communication is a detail that responds to the modality of
the communication but not to its essence.
27.

Moreover, the majority’s view that individuals can “choose” not to engage in text-based

communication if they want privacy is, with respect, not reflective of the reality of communicating in
contemporary society. In order to meaningfully participate in our world, one must in fact engage in
text-based communication. The “choice” between a horse-drawn carriage and a car is no real choice
after Henry Ford popularly priced the Model T. Similarly, the “choice” to opt out of texting to maintain
privacy is not a real choice for the vast majority of Canadians in 2016. Additionally, if the vast majority
of society engages in, and expects others to engage in, text-based communications, a standard that
eliminates privacy interests on the basis that one in fact engages in text-based communications cannot
be a normatively appropriate one.
28.

Another key issue is that the majority of the Court below imagines communication primarily

from a proprietary or territorial perspective, focusing on where the private communication is located or
stored. The majority sees communication narrowly as an act of depositing items in someone else’s
property (like a drawer), thereby relinquishing control over the communication. Because Mr. Marakah
had no access to, or control over, the co-accused’s phone, the majority held that he could not have a
reasonable expectation of privacy in its contents. However, this Court has eschewed property-focused
approaches to its analysis of privacy, holding in Hunter v Southam that section 8 protects “people, not

12
13

Marakah, CA decision, at paras. 80-82
Marakah, supra, para. 82
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places.”14

This Court moved further from a property-based analysis of privacy in considering

contemporary forms of communication in R v Vu,15 R v Morelli16, R v Cole,17 and R v Fearon.18
29.

In Vu, for example, the Court decided that traditional search warrants of physical places are

insufficient to encompass searches of computer because “[t]he privacy interests implicated by computer
searches are markedly different from those at stake in searches of receptacles such as cupboards and
filing cabinets.”19 Similarly, in Cole, the Supreme Court found the accused’s employer’s ownership and
ultimately control of the laptop on which he had deposited personal information was not determinative
of the question of privacy. The crucial holding arising from this jurisprudence is that digital information
about individuals transcends the boundaries of physical space or physical objects. One does not need to
own the storage box to have a privacy interest in the information inside. This is especially true of digital
communication where the medium used necessarily creates copies of the same information in different
places, without touching the essential character of the content of the communication. It is unhelpful to
focus exclusively on the storage space and who controls it.
30.

With respect, this cannot be correct. The mass adoption of modern communication tools should

not destroy the aspirational paradigm long subscribed to by Canadian courts: individuals have a right to
self-determine with whom they share information about themselves. Even in our digital age, there
needs to be room for individuals to live, operate, and communicate privately.
(3) Communications attract high expectations of privacy
31.

In this case, the normative approach to determining reasonable expectations of privacy requires

the court to focus on contemporary social norms surrounding text-based communications and the
relationships, intentions, and expectations of the parties who are communicating. In this case, textbased digital communication (SMS, email) have been widely adopted and their use is very

14
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R v Fearon, 2014 SCC 77
19
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widespread.20 In fact, voice-based communications are being supplanted in prominence by text-based
conversations that convey at least the same level of information. There is growing recognition that for
many, especially the young, texting has replaced traditional voice communications in many instances.
This trend was recognized by Justice Abella in R v Telus: “text messaging has become an increasingly
popular form of communication . . . bear[ing] several hallmarks of traditional voice communication.”21
Indeed, text messaging has become an embedded part of our daily lives. This embeddedness transforms
text messaging into a ‘running conversation’ that captures most aspects of our daily activities.22
32.

Examining the lived experience of Canadians with text-based communication, and current social

norms, properly leads to the conclusion that there is an objectively reasonable expectation of privacy in
such communications. This was correctly recognized by the British Columbia Court of Appeal in R v
Pelucco and R v Craig, as Justice Groberman held:
... text messaging has much in common with telephone conversations. It is typically carried out
between two individuals. While a written record of the text conversation is produced, it is not usual for
the conversation to be printed, archived, or forwarded to others. In ordinary circumstances, the sender
and recipient expect the record to be transitory, and not to be shared.
While there will be situations in which the content of the text message or the situation negative these
ordinary expectations, it seems to me that the social norm is to expect that text messages remain
private communications between the sender and recipient [emphasis added].23

(4) The Court’s approach to standing is problematic
33.

The approach to standing adopted by this Court and applied by the courts below is circular. It

holds that standing to assert a reasonable expectation of privacy is effectively synonymous with the
existence of such an expectation. CIPPIC submits that this circularity is problematic and, if granted
leave to intervene, will elaborate a differing approach to standing in this context.

20
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Règles de la Cour suprême du Canada
PARTIE 10 Requêtes : règles générales
Requête à la Cour
Réponse
Articles 54-56

Response

Réponse

54 (1) Within 10 days after service of the motion, a respondent to the motion may respond to the motion by

54 (1) L’intimé à une requête peut, dans les dix jours

suivant la signification de la requête, présenter une réponse à celle-ci :

(a) serving a response on all moving parties and other

a) en la signifiant aux parties requérantes et aux

respondents to the motion; and

autres intimés à la requête;

(b) filing with the Registrar the original and 14 copies

b) en en déposant auprès du registraire l’original et

of the response.

quatorze copies.
(2) Unless it is served and filed in the form of correspondence of no longer than two pages, the response shall be
bound and consist of the following, in the following order:

(2) À moins d’être signifiée et déposée sous forme de

correspondance d’au plus deux pages, la réponse est présentée sous forme reliée et comprend, dans l’ordre suivant :

(a) a memorandum of argument in accordance with
paragraph 25(1)(c), with any modifications that the
circumstances require; and

a) un mémoire conforme aux exigences prévues à l’a-

(b) the documents that the respondent intends to rely

ordre chronologique, compte tenu du paragraphe
25(3).

linéa 25(1)c), avec les adaptations nécessaires;
b) les documents que compte invoquer l’intimé, par

on, in chronological order, in accordance with subrule
25(3).
(3) Parts I to V of the memorandum of argument shall

(3) Les parties I à V du mémoire comptent au plus vingt

not exceed 20 pages.

pages.

(4) After the response to the motion is filed or at the end
of the 10-day period referred to in subrule (1), the Registrar shall send a notice of hearing of the motion in Form
69, with any modifications that the circumstances require, to all parties.

(4) Sur réception de la réponse ou à l’expiration du délai

de dix jours prévu au paragraphe (1), le registraire envoie
à toutes les parties un avis d’audition conforme au formulaire 69, avec les adaptations nécessaires.
DORS/2006-203, art. 28; DORS/2011-74, art. 27; DORS/2013-175, art. 36.

SOR/2006-203, s. 28; SOR/2011-74, s. 27; SOR/2013-175, s. 36.

PART 11

PARTIE 11

Particular Motions

Requêtes spéciales

Motion for Intervention

Requête en intervention

55 Any person interested in an application for leave to

55 Toute personne ayant un intérêt dans une demande

appeal, an appeal or a reference may make a motion for
intervention to a judge.

d’autorisation d’appel, un appel ou un renvoi peut, par
requête à un juge, demander l’autorisation d’intervenir.

56 A motion for intervention shall be made

56 La requête en intervention est présentée dans les délais suivants :

(a) in the case of an application for leave to appeal,
within 30 days after the filing of the application for
leave to appeal;

a) dans le cas de la demande d’autorisation d’appel,
dans les trente jours suivant son dépôt;
b) dans le cas d’un appel, dans les quatre semaines
suivant le dépôt du mémoire de l’appelant;

(b) in the case of an appeal, within four weeks after
the filing of the appellant’s factum; and
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Rules of the Supreme Court of Canada
PART 11 Particular Motions
Motion for Intervention
Sections 56-59

Règles de la Cour suprême du Canada
PARTIE 11 Requêtes spéciales
Requête en intervention
Articles 56-59

(c) in the case of a reference, within four weeks after

c) dans le cas d’un renvoi, dans les quatre semaines

the filing of the Governor in Council’s factum.

suivant le dépôt du mémoire du gouverneur en
conseil.

SOR/2006-203, s. 29; SOR/2013-175, s. 37(E).

DORS/2006-203, art. 29; DORS/2013-175, art. 37(A).

57 (1) The affidavit in support of a motion for interven-

57 (1) L’affidavit à l’appui de la requête en intervention

tion shall identify the person interested in the proceeding
and describe that person’s interest in the proceeding, including any prejudice that the person interested in the
proceeding would suffer if the intervention were denied.

doit préciser l’identité de la personne ayant un intérêt
dans la procédure et cet intérêt, y compris tout préjudice
que subirait cette personne en cas de refus de l’autorisation d’intervenir.

(2) A motion for intervention shall

(2) La requête expose ce qui suit :

(a) identify the position the person interested in the

a) la position que cette personne compte prendre re-

proceeding intends to take with respect to the questions on which they propose to intervene; and

lativement aux questions visées par son intervention;
b) ses arguments relativement aux questions visées
par son intervention, leur pertinence par rapport à la
procédure et les raisons qu’elle a de croire qu’ils seront utiles à la Cour et différents de ceux des autres
parties.

(b) set out the submissions to be advanced by the per-

son interested in the proceeding with respect to the
questions on which they propose to intervene, their
relevance to the proceeding and the reasons for believing that the submissions will be useful to the Court
and different from those of the other parties.

DORS/2013-175, art. 38.

SOR/2013-175, s. 38.

58 At the end of the applicable time referred to in Rule
51, the Registrar shall submit to a judge all motions for
intervention that have been made within the time required by Rule 56.

58 À l’expiration du délai applicable selon la règle 51, le

registraire présente au juge toutes les requêtes en intervention présentées dans les délais prévus à la règle 56.
DORS/2006-203, art. 30.

SOR/2006-203, s. 30.

59 (1) Dans l’ordonnance octroyant l’autorisation d’intervenir, le juge peut :

59 (1) In an order granting an intervention, the judge

may
(a) make provisions as to additional disbursements
incurred by the appellant or respondent as a result of
the intervention; and

a) prévoir comment seront supportés les dépens sup-

(b) impose any terms and conditions and grant any

b) imposer des conditions et octroyer les droits et pri-

rights and privileges that the judge may determine, including whether the intervener is entitled to adduce
further evidence or otherwise to supplement the
record.

vilèges qu’il détermine, notamment le droit d’apporter
d’autres éléments de preuve ou de compléter autrement le dossier.

(2) In an order granting an intervention or after the time
for filing and serving all of the memoranda of argument
on an application for leave to appeal or the facta on an
appeal or reference has expired, a judge may, in their discretion, authorize the intervener to present oral argument at the hearing of the application for leave to appeal,
if any, the appeal or the reference, and determine the
time to be allotted for oral argument.

(2) Dans l’ordonnance octroyant l’autorisation d’interve-

plémentaires de l’appelant ou de l’intimé résultant de
l’intervention;

nir ou après l’expiration du délai de dépôt et de signification des mémoires de demande d’autorisation d’appel,
d’appel ou de renvoi, le juge peut, à sa discrétion, autoriser l’intervenant à présenter une plaidoirie orale à l’audition de la demande d’autorisation d’appel, de l’appel ou
du renvoi, selon le cas, et déterminer le temps alloué
pour la plaidoirie orale.

(3) An intervener is not permitted to raise new issues unless otherwise ordered by a judge.

(3) Sauf ordonnance contraire d’un juge, l’intervenant

SOR/2006-203, s. 31.

DORS/2006-203, art. 31.
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